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Overview

OrbisID is a self-hosted Privileged Access Detection platform. It
discovers, classifies and continuously monitors privileged access
across your entire estate, surfaces the risks that matter, and produces
the evidence auditors and cyber-insurers ask for. It complements
privileged access management tools such as CyberArk, BeyondTrust
and Delinea — and works just as well for organisations that have
none.

Built for IT and security teams and the MSPs who support them,
OrbisID deploys from a single Docker Compose package with no
agents and no inbound firewall changes. Your data never leaves your
environment.

An optional Al layer runs on a local model by default — so
plain-English queries, risk summaries and reconciliation happen
inside your environment, with no data sent to third parties.

The problem it solves
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PAM Gap Analysis — Framework Scores PAM Coverage

‘4994%‘

Most organisations can't answer a simple question with confidence: who actually has administrative access, and can you prove it? Privileged
accounts accumulate across directories, cloud, databases and applications; owners leave; accounts fall outside the PAM tool. Manual
spreadsheets can't keep pace, leaving shadow privilege and legacy-system risk unseen — until an audit or an insurance renewal forces the

question.

How it works
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OrbisID™ Product Datasheet

SELF-HOSTED IN YOUR ENVIRONMENT
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45+ systems human / nen-human 29 KRls
privileged / normal

reports & evidence

Dashboards & Reports & Access . Alerts

Complernents Cyberark, BeyondTrust & Delinea - or stands alone.
Connects outbound enly - no inbound firewall changes, Your data never leaves your environment
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Key capabilities

Discovery & inventory

Connect systems manually, by CSV, or by discovery from Active
Directory. Store or fetch credentials securely, test connections,
and scan on demand or on a schedule via outbound-only agents.
45+ connector types across directories/IAM, cloud, operating
systems, databases, PAM vaults, business applications and
network devices.

Classification

A rules engine classifies accounts as human or non-human,
privileged or not — with a browsable catalogue of predefined
rules, per-account overrides, and system-owner attestation
where access is unclear.

Risk & Key Risk Indicators

29 KRIs with current values, historical snapshots, RAG trends
and approved exceptions. Surface privileged accounts with no
owner, standing privileges, and active accounts belonging to
identities that have left.

Editions

Feature Community
Price Free

Target systems 10

Users 1
Connectors AD /Windows / Linux

Scheduled scanning -

Key Risk Indicators 4
Reports & CSV export View only
PAM Gap Analysis -

Al / Intelligence layer -
Threat detection (Beta) -
Owner attestation -

SSO/0IDC -

Deployment & architecture

- Delivery: a single Docker Compose package — runningin

minutes.

- Footprint: minimal — runs comfortably on modest
hardware.

- Network: outbound-only connections; no inbound firewall
changes.

Why OrbisID

Answers the question.
Who has admin access — and
proof you can show it.

Fits the stack.

or stands alone.

Download the free Community Edition today.

Your data stays yours.

Complements your PAM tool, Self-hosted by design.

Reporting & compliance

12 report types with CSV export, and a compliance gap analysis
across seven frameworks (NIST 800-53, NIST 800-63, ISO
27001, 1SO 29146, ISO 24760, SOX, GxP) with tokenised
delegation to stakeholders and PDF export.

PAM reconciliation

Import your PAM tool's inventory and reconcile it against what
OrbisID discovers, to find privileged accounts that never made it
into the vault.

Al / Intelligence layer

Ask your access graph questions in plain English, get narrative
risk summaries, and speed identity reconciliation and
threat-detection triage. Runs on a local model by default — your
data stays in your environment.

Threat detection (Beta)

Endpoint sensors and behavioural detectors with
machine-learning confidence scoring, and alert forwarding by
email or CEF syslog. This capability is currently in Beta.

Pro Enterprise
$4,999 / year Contact us
25 Unlimited
10 Multiple
All 45+ All 45+
v/ 4
29 29
v v
v v

Al Auto-Link & Auto-Classifying Al Auto-Link & Auto-Classifying

Beta Beta
v v
- v

Data residency: fully self-hosted; data stays within your
environment.

Database: bundled PostgreSQL, or point it at your own
managed PostgreSQL instance.

Security: credentials encrypted at rest; role-based access
control; full audit logging.

Free to start.
First scan in an afternoon.
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